[punoxenne Ne2. UndopmannoHHas naMaTKa AJs 00y4YAKIIMXCS AJI51 Pa3MelleHus: Ha
opunuanbubix UHTEpHET-pecypcax

C KaXJbIM rOJJOM MOJIOZIEXH B MHTEPHETE CTAHOBUTHCA OOJIbLIE, a IIKOJIBHUKU OJHU W3
CaMbIX aKTHBHBIX IIOJIb30Barencl Pynera. Mexay TeM, IOMHUMO OIpPOMHOIO KOJIUYECTBa
BO3MOKHOCTEH, HHTEPHET HECET W MpOOJIeMbl. JTa MaMsITKa J0HKHA MOMOYh TeOe 0e30MmacHo
HaXOJUTHCSI B CETH.

Komnviomepnvie eupycoi

KoMmnbloTepHslii  BUPYC — 3TO  pPa3HOBUJIHOCTb  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEILHON OCOOCHHOCTHIO KOTOPOW SIBIIIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEIUTHh WJIM HOJHOCTHIO YHUYTOXHTH Bce (Dailiibl u
JaHHbIE, MOJKOHTPOJIbHBIE IMOJIB30BATENI0, OT UMEHH KOTOpPOro Obula 3amylleHa 3apakEHHas
nmporpamMma, a TakKXC MNOBPCIAWUTH WM AK€ YHHUYTOXKHUTH ONCPALIMOHHYIO CUCTEMY CO BCCMU
¢aitnamu B 11enoM. B 60bIIMHCTBE CiIy4aeB pacpOCTPaHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 3aIIUTEI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnonb3yli cOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPHEZHBIM YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IPOTPaMM;

2. TlocrostHHO ycTraHaBnMBail mauTH (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHUYECKH
YCTaHABIIMBAIOTCS C €0 JOPAOTKH MPOTpaMMbl) M JAPYTrUe OOHOBJICHHS CBOCH
OTepalMoHHON cucTeMbl. CKauuBail X TOJIBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymecTByeT pekuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOYH €TO0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MO TPaBaMU IOJIb30BATENs, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTANIUPOBAThCA Ha
TBOEM MEPCOHAILHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE NPOTPaMMHBIE NPOJYKTHI U3BECTHBIX MTPOU3BOAUTEINEH, C

aBTOMaTHYeCKUM OOHOBIIEHHEM 0a3;

Orpannyb (pU3MUECKUil TOCTYI K KOMIBIOTEPY AJIs IOCTOPOHHUX JIULL;

6. Vcnonp3yii BHEIIHKWE HOCUTENU MH(DOPMAIUK, Takue Kak (remka, Auck win (ain u3
MHTEPHETA, TOJIBKO U3 NPO(EPEHHBIX HCTOUHUKOB;

7. He otkpeiBaii KOMIbIOTEpHBIC (ailsibl, MOTyYCHHBIE M3 HEHAAEKHBIX HMCTOYHUKOB.
Jlaxxe Te (aiisbl, KOTOpbIE TpPHUCTAT TBOW 3HaKOMbIHA. Jlydiie yTouyHHM y Hero,
OTIIPABJISUI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 370 He BuJ mepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH 1, Mapka. Eie
B 1991 rony Huumepnanjackas Kommanus 3apeructpuponana openn « WECAy, uro o6o3Havaiio
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCs Kak «OeCTIpOBOAHAS TOUHOCTHY.

Jlo Hamiero BpeMeHM Jolia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKoW ke
TexHoyioruei. 3to abopeBuarypa «Wi-Fi». Takoe HazBaHue OBLIO JaHO C HAMEKOM Ha CTaHAApT
BhICHINIA 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBoie 03HaYaeT «BBICOKAs TOUHOCTHY.

Jla, OecrulaTHBI MHTEPHET-JOCTYI B Kade, OTesIX M a’poroprax SBISETCS OTIMYHON
BO3MOXHOCTBIO BBIXO/1a B MHTEpHET. Ho MHOTHE SKCHepThl CUMTAIOT, YTO 001eaoCcTynHbIe Wi-

Fi cetu He saBnsAroTCs OE30IIaCHBIMMU.

CogeTtsl 10 Oe30macHOCTH paboTte B 001IeA0CTYIHBIX ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyro wH(popmanuio uepe3 oOmienoctynubie Wi-Fi certu.
PaGoras B HuX, XelaTeabHO HE BBOAMUTH IMAPOJU JOCTYIMA, JIOTUHBI M KaKHE-TO
HOMEPA;

Hcnonw3yit 1 0OHOBIISI aHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMayep. Tem cambIM ThI
obe3omnacuib cest 0T 3aKaYKU BHPYCa Ha TBOE YCTPOUCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuo «OO0mmit goctyn k daiinam u
npuHTepam». JlaHHas QYHKOHS 3aKpeITa MO YMOJYAaHUIO, OJHAKO HEKOTOpHIE
MOJT30BaTEIN aKTUBUPYIOT €€ /Il y100CTBa UCIIOIB30BaHus B paboTe uim y4eoe;

He ucnone3yit nyOanunsiii WI-FI nis mepenaum IuUYHBIX JAQHHBIX, HApUMEp UL
BBIXOJIa B COIIMAJIbHBIE CETU WM B AJIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiieHHoe coeauHenue uepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone orkmoun QyHkumio «[lomkmouenne k- Wi-Fi
aBTOMaTuyecku». He momyckail aBTOMaTH4eCcKOro MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/}MCZJZbele cemu

ConuanbHbIe CETH aKTHBHO BXOJST B HAIly YKU3Hb, MHOTHE JIOAW PabOTAIOT U JKUBYT
TaM TOCTOSTHHO, a B Facebook y»e 3aperucTpupoBaH MHJUTHAP YEIIOBEK, UTO SBJISCTCS OIHOU
CebMOM BCEX JKHTENeH MiuaHeThl. MHOTHE TOJb30BaTEM HE MOHUMAIOT, YTO HHGOpMAaIus,
pa3MelnIcHHass UMU B COITMAIBHBIX CETSIX, MOXKET OBITh HalJIeHA W MCIOJIh30BaHa KEM yrOJHO, B
TOM YHUCJIEC HE 0053aTeBHO ¢ OJIaTMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 10 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1.

2.

OrpaHnub CIUCOK Jpy3el. Y TeOs B JAPY3bSIX HE JOHKHO OBITh CIy4alHBIX H
HE3HAKOMBIX JIFOICH;

3ammimai CBOIO 4YacTHYIO >ku3Hb. He ykaswpiBaii maposm, tenedoHbI, aapeca, IaTy
TBOETO POXACHHUS W JPYTYIO0 JUYHYI0 HHPOPMAIUIO. 3JIIOYMBIIIJICHHUKA MOTYT
UCIIOJIb30BaTh Jake MH(OpPMALMIO O TOM, KaK Thl U TBOM POIUTENH IUIAHUPYETEe
MPOBECTU KAHUKYJIbI;

3amminai CBO0 PENyTaIuIo - IEPKH €€ B YUCTOTE M 3aJ1aBail cebe BOIPOC: XOTEN Obl
ThI, 9TOOBI JAPyTHE MOJH30BATEIU BUJIEIH, UYTO THI 3arpyxaemis? [logymai, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HANMCATh U 3arPy3UTh;

Ecau TeI TOoBOpUIIB € JIFOJBMH, KOTOPBIX HE 3HaClllb, HE MCIOIb3YHl CBOE peagbHOE
UMS U JIpYTyI0 JUYHYI0 WHGOpMalUU: MUMs, MECTO MXKUTEIbCTBA, MECTO Yy4eObl U
npouee;

N3zberaii pazmenienus dotorpaduii B MuTepHeTe, r/1€ ThI H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OMPEETUTh TBOE MECTOIOIO0KEHNUE;

[Ipu perucrpanuu B COIMAIbHON CETH HEOOXOAUMO UCIOIB30BaTh CIOXKHBIE MAPOJIH,
cocTosMe U3 OyKB U U(]pP U ¢ KOTUIESCTBOM 3HAKOB HE MEHEE §;

JIyst conranbHOM CETH, MOYTHI U APYTHX CAWTOB HEOOXOJAMMO HCIIOIH30BaTh Pa3HbIE
naponu. Toraa ecnu TeOst B3IOMAIOT, TO 3JIOYMBIIUIEHHUKH TIOTy4YaT JOCTYI TOJBKO
K OZJTHOMY MECTY, a HE BO BCE Cpasy.

Onexmponnvie oenveu

DNEeKTPOHHBIE JEHBI'M — 3TO OYEHBb YIAOOHBIN CIOCOO TUIATEeXKEH, OJJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HNOJYUUTH 3TU ACHBI'U.

DNEeKTPOHHBIE JIEHBIU TMOSBUIIUCH COBCEM HEJAABHO M MMEHHO HM3-3a 3TOr0 BO MHOI'MX
rocyiapcTBax 0 CUX IMOP He MPOMUCAHO MPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHHPYIOT M O HHMX YK€ MPOMHCAHO B 3aKOHE, TIe HX
pa3iensioT Ha HECKOJIbKO BHJOB — AHOHMMHBIE U HE aHOHUMHBIE. Pa3Huila B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraercs MPOBOAUTH Omnepanuu 0e3 HICHTHU(PUKAIUU
MOJIb30BaTENs, @ B HEAHOHUMHBIX WACHTU(DHUKAITNH ITOTH30BATENS SBISETCS 0053aTEIBHOM.

Taxoke cnenyer pa3nuyarh JEKTPOHHBIE (hUATHBIE JEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He(DHATHBIC JEHBI'H (HE PABHBI TOCYapCTBECHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 0€30I1aCHOM paboTe € IEKTPOHHBIMU J€HbIaMHU:

1. TlpuBsku K cyeTy MOOMJIBHBINA TenedoH. DTO camblil yIOOHBINH U OBICTPBINA CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IIpuBs3aHHBIA TeneoH MOMOXET, eciau 3al0yellb
CBOH IUIATEKHBIN NIAPOJIb WU 3al/IelIb HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yit ogHOpaszoBbie mapoiu. [locne mepexona Ha YCHJIICHHYIO aBTOPH3AIUIO
Tebe yxKe He OyAeT yrpokaTh OMACHOCTh KPakH WIIM TIepexBara IIATeKHOTO MapoJis;

3. Bribepu cnoxubiii maposib. IlpectymHukam OyAeT HE TPOCTO yrajgaTh CIIOMKHBIA
napoib. HanexHsle mapoiam — 3To Mapoiiu, KOTOpbIE COEPKAT HE MEHEE § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIE U MPOMUCHBIE OyKBBI, HUPPHI U HECKOJIbKO CHMBOJIOB,
TaKWe KakK 3HaK JIojuiapa, pyHTa, BOCKIHMIATENbHBIN 3HaK  T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAaHHbIE HA CaliTaX, KOTOPbIM HE TOBEPSICILb.

aﬂeKWlPOHHGﬂ nouma

DNEeKTpOHHAs MTOYTa — 3TO TEXHOJOTHS U MPEOCTABISIEMbIC €10 YCIYTH 10 TIEPECHIIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPBhIE PACHpPEIENIIOTCS B KOMITBIOTEPHOH CETH.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBIN SITITAK BEITJIAAT CIEAYIOUIUM o0OpazoM:
UMs_TIONB30BaTEIA(@WHUMs_TOMEHa. Takke KpoMme Tepeladyd TMPOCTOrO TEKCTa, HWMeEEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hano BeIOpaTh NMpaBUIBHBIN MMOYTOBBIN cepBUC. B MHTEpHETE ecTh OrPOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUIIEe JTOBEPATH TEM, KOrO 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3wiBaii B TM4HON mouTe au4HYyI0 WHpopmarnuoo. Hampumep, nydine BeIOpaTh
«My3BIKaTIbHBIN _(panaT@» mim «pok2013» Bmecto «remal3;

3. Hcmonp3yii AByXATAIMHYIO aBTOPU3AIMIO. DTO KOTa TOMUMO TapoJs HY>KHO BBOJIUTH
KOJI, IpHUChLIaeMblil mo SMS;

4. BpiOepu CIOXKHBIA Maposb. (s KaKa0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HAJIeXKHBIM, YCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecimm ectb BO3MOXXHOCTh HamucaTh CaMOMY CBOW JIMYHBIA BOIIPOC, MCTOJB3YH ATy
BO3MO>XHOCTB;

6. Hcrmonb3yil HECKONBKO TOYTOBBIX SIIUKOB. [IepBBIA Il YacTHOW TEPENUCKH C
azpecaTaMM, KOTOPBIM Tbl JIOBEpSEIIb. JTO AJIEKTPOHHBIM aJpec HE HaJo
MCIOJIb30BaTh MPU PErucTpanuu Ha popymax u carax;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHUS B MUChbMAax JaXKe €CIU OHHM MPUIUIM OT
TBOUX Apy3ei. JIydre yrouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (Daitiibr;

8. Ilocne okoHuaHusi paOOTHI Ha TOYTOBOM CEPBHCE IEpeNl 3aKPhITHUEM BKIAAKH C
caiToM He 3a0y/lb HaXKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzdeeamenbcmeo

KubepOynauar — mpeciegoBaHuE COOOIICHUSMHU, COJAEPKAIIMMH OCKOpOJICHMS,
arpeccuio, 3almyruBaHNe; XYJIUTAaHCTBO; COIUATBHOE OOMKOTUPOBAHHME C TIOMOIIBIO PAa3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. JIyummii crioco0: mOocoBeTOBAaThCS Kak ceOs BECTH M, €CIIM HET

TOro, K KOMY MOXHO OOpaTHUTbCs, TO BHaudaje yCHOKOUThCS. Ecim Thl HauHelb

OTBEYATh OCKOPOJICHUSIMM Ha OCKOPOJIEHHS, TO TOJBKO eIle OOoJblIe Pa30xiKelllb

KOH(JIUKT;

VYnpasisii cBoel kubeppernyranuei;

3. AHOHMMHOCTh B ceTM MHuMas. CyIIecTBYIOT CIIOCOOBI BBIACHUTb, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTH XyJaUTaHCKH 00pa3 BUPTyadbHOU XU3HU. IHTEpHET (hUKCUpPYET BCE

TBOM JICMCTBHUS U COXpaHACT UX. Y JalUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;

Cobnronait CBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupydi enuHW4YHBIM HeraTuB. OIHOPa30BBIE OCKOPOUTENBHBIE COOOIICHUS
Jy4qie urHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcss Ha HayaabHON CTaaNu;

7. ban arpeccopa. B nmporpaMMax o6MeHa MTHOBEHHBIMU COOOIIICHUSMH, B COITUATIBHBIX
CeTAX €CThb BO3MOXKHOCTb OJIOKHUPOBKM OTIPABKU COOOLICHUH C ONpEeAeTIeHHbIX
a/IpecoB;

8. Ecium T1b1 cBuzmerens kubOepOymiuHra. TBom neicTBHA: BBICTYIUTH IPOTHB
IpecieaoBarensi, NOoKa3aTb €My, YTO €ro JEHCTBUS OLIEHUBAIOTCA HETaTUBHO,
NOJIEPKaTh KEPTBY, KOTOPOH HYXKHA IICUXOJIOTHYECKAas IOMOIb, COOOLIUTH
B3pOCIIBIM O (paKTe arpeCCUBHOTO MOBEACHHUS B CETH.

no

o

Mobunvuwiii menegon

CoBpemenHble cMapT(OHBI M IUJIAHIIETHl COJAEpXKAaT B cebe BIIOJIHE B3POCIbIHA
(YHKLIMOHAJ, M Tenepp OHM MOTIYT KOHKYpHUpPOBaThb CO CTal[MOHAapHBIMH KOMIIBIOTEPAMHU.
OnHako, CpeACTB 3alUTHI U TOJOOHBIX YCTPOMCTB MOKa O4eHb Mano. TecTupoBaHHE U TTOMCK
YS3BUMOCTEM B HUX NPOMCXOIUT HE TaK MHTEHCHBHO, Kak mus IIK, To ke camoe kacaercs u
MOOMJIBHBIX TPHIIOKEHHH.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHbBIE aHAJIOTH,
OJIHAKO pacmpeHre (yHKIMOHAJIA BJIEUYET 3a CO0O0Ml OOJIBIIYIO CIIOKHOCTH M MEHBIIYIO
3alllUIIICHHOCTD.

Jlameko He Bce MPOU3BOIUTENH BHIMTYCKAIOT OOHOBICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMNCTB.

OcHOBHBIE COBETHI 11 0€30MacCHOCTH MOOMIIBLHOTO TenedoHa:

1. Hwuuero He sBIsETCS MO-HACTOSIIEMY O€CIIaTHBIM. Byab OCTOpOXKEH, Bellb KOTraa
TeOe mpemaraloT OeCrIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
[JIATHBIE YCIIYTH;

2. Jlymaii, mpexe 4em otnpaBuTh SMS, hoTo nmu Buaeo. Thl TOYHO 3HACIIB, T/IE OHH

OyayT B KOHEUHOM UTOTEe?

Heo6xoaumMo 0OHOBISATE OMEpallMOHHYIO CUCTEMY TBOETO cMapTQOHa;

4. Vcnonb3yil aHTUBHPYCHBIE IPOTPAMMBI JUIsI MOOMIIBHBIX TeIe(OHOB;

w
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5. He 3arpyxaii nmpuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COJEPIKATh
BPEIOHOCHOE MPOTrpaMMHOe 00eCreUeHUE;

6. Ilocne Toro kak Thl BBIHJCIIb C CaliTa, I/le BBOAWI JUUHYIO HH(OPMAIIHIO, 3aliI1 B

HacTpOWKHU Opay3epa u ymanu cookies;

[Teproauaecku nMpoBepsiii Kakue IIaTHbIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBOl HOMEp MOOMJIBLHOTO TeleOoHa TOJBKO JIOMSIM, KOTOPBIX ThHI 3HACIIh W
KOMY JTOBEPSICIIb;

9. Bluetooth gomxeH OBITH BBIKJIIIOYEH, KOT/a Thl UM HE ToJib3yemibes. He 3a0biBaid
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

CoBpeMeHHbIE OHJIAWH-UTPBl — H3TO KPACOYHBIC, 3aXBATHIBAIOIIME PA3BIICUCHUS,
00BEAMHSIONINE COTHU ThICAY YENOBEK MO0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
OOMIAIOTCS APYT C APYTOM, BBHIMOJTHSIOT 3aJaHMsI, CPAKAIOTCS C MOHCTPAMH M TOJIYYalOT OTIBIT.
3a yIOBOJBCTBUE OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT aOOHEMEHT WM MpPUOOpEeTaroT
KaKHe-TO OILIHUH.

Bce atM cpeactBa MayT Ha NOAAEpKAHME W pa3BUTHE WIPBl, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl aBTOPU3AllMM, BBITYCKAIOTCS HOBBIE MAT4U
(un¢poBbIe 3aIUIATKU AJISt IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX WUIpax CTOMT OmacaTthbCs HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALNUU OOJIBIIUHCTBA UTP.

OCHOBHBIE COBETHI 0 O€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroit urpok BeneT cedsl II0Xo Wi co3JaeT Tebe HEMPUATHOCTH, 3a0JIOKUPY
€ro B CIIMCKE UTPOKOB;

[loxxanylics agMUHUCTpAaTOpaM UIPhl Ha IIJIOXO€ IIOBEJEHHE 3TOr0 WIpoKa,
JKEJIaTeNIbHO IIPHIIOKUTD KaKHE-TO JOKA3aTeNbCTBA B BUJIE CKPHHOB;

He ykasbiBaii muunyto nHpopMaluio B mpodaiiie urpsl;

VYBaxkall Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeodunanbHbIE TATYH U MOJIBL;

Hcnonb3yii C10KHBIE U pa3HbIE MTAPOIIH;

Jlaxxe BO BpeMsl UIPbl HE CTOMUT OTKJIIOYaTh aHTUBHMpYyC. IIoka TeI Mrpaems, TBOR
KOMIIBIOTEP MOTYT 3apa3UTh.

no

No ko

Duwiune unu Kpaosica TU4HblX OAHHbIX

OOBIUHON Kpake JCHEr W JOKYMEHTOB CETOJHS YK€ HHUKOro He yAuBHfIb, HO C
pa3BI/ITI/IeM I/IHTepHeT-TeXHO.HOI‘I/Iﬁ 3JIOYMBIH_UIGHHI/IKI/I HepeMeCTI/IHI/ICL B I/IHTepHeT, nu
MIPOJIOJDKAIOT 3aHUMATHCSI «JTFOOUMBIMY JIETIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIUHT, TJIaBHAS IEJb
KOTOPOro COCTOUT B IOJTYYCHHUU KOHq)I/I,Z[eHI_[I/Ia.HBHBIX JAaHHBIX M0JIL30BaTEIel — JIOTUHOB U
naposieii. Ha anrnmiickom si3bike phishing unraercs kak ¢ummar (ot fishing — peiOHas 0B,
password — mapoib).

OcHOBHBIE COBETHI O 60pHOE ¢ (HPUIIMHTOM:

1. Cnemm 3a cBomM akkayHTOM. Ecnmm Tl mopmo3peBaemib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBaTh €€ M COOOIIUTh aIMHHHUCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpeEe;
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2. HWcnonp3yii Oe3omacHble BeO-CATBl, B TOM 4HCIE, WHTEPHET-MarasuHoB U
MIOUCKOBBIX CUCTEM;

3. Hcnonp3yii cioxHbIe M pa3Hble Mapoin. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH MTOJIy4aT JAOCTYM TOJBKO K OJJHOMY TBOEMY IMPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecmm T1ebs B3mOManM, TO HEOOXOAMMO TMPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBbIE J0OaBJIEHBI y T€0S B APY3bSX, O TOM, UTO T€OsI B3IOMAIH M, BO3MOXHO, OT

TBOETO UMEHM OYJET pacchlIaThes CIaM U CChUIKHM Ha (DUIIMHIOBBIE CAlThI;

YcranoBu HaaexHbli mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTkIroun coxpaHeHue naposis B opaysepe;

7. He otkpbiBail (aiinbl U Apyrue BIOKEHUS B MUChbMax JNaXke €CIU OHHM MPUIUIM OT
TBOUX Apy3ei. Jlyde yTo4Hu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (paiiibl.

ISRl

Lugposas penymayus

[udposas penmyranusi - 3T0 HeTaTUBHAs WM MO3UTHBHAs MHQpOpMAIUs B CETH O TeOe.
Kommpomerupyromiass uHbopMalius pa3MelieHHass B UHTEPHETE MOXKET Cephe3HBIM 00pazoMm
OTPa3UThCS HA TBOCH peanbHOU Xu3HU. «l{udpoBas pemyranus» - 3T0 TBOH UMUK, KOTOPBIH
dopmupyercst u3 nuadopMmalu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKTepa
¥ paccKa3bl 0 OJM3KUX — BCE ATO HAKATUTMBAETCS B CETH.

MHorue noJpoCTKH JETKOMBICIEHHO OTHOCATCS K MYyOJUKAIIMW JTUYHOW WH(POpMAIUA B
HuTepHere, He MOHMMAas BO3MOKHBIX MOCIEACTBUM. ThI JaXke HE CMOXKEIIb J0TaJaTbCs O TOM,
yTto pororpadus, pasmerieHHas 5 JeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH TEOs Ha padoTy.

KommenTtapum, pasmemienre TBOMX Qotorpaduii U apyrue ACUCTBHS MOTYT HE
UCYE3HYTh JaXe I0CJI€ TOro, Kak Thl MX YyAaJulb. Tl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(pOpMallKIO, MoNaJa JTU OHAa B MOMCKOBBIE CUCTEMBI U COXpPaHWJIACh JIM OHA, a TJIABHOE: 4TO
NOIyMAlOT 0 Tebe OKpyXKarollee JIOAU, KOTOpble HAalayT u yBuIAT 3To. Haiitn mndopmaruio
MHOTO JIET CITYCTSl CMOJKET JI000N — Kak W3 J0OpBhIX MOOYXKIEHWH, TaK U C HaMEpPEHUEM
OPUYHHUATE Bpel. ITO MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI I10 3alUTe HU(DPOBON pPeIryTaIiu:

1. Tlomymai, mpexae 4eM 4YTo-TO IyOJIMKOBaTh W TepeaaBaTh y ceOs B Ojore Wiau B
COLIMAJILHOM CeTH;

2. B Hacrtpoiikax npoduis yCTaHOBH OTPAaHUYCHHS Ha MTPOCMOTP TBOETO MPOUIIS U €ro
COJIEPKUMOT0, CIEIIall €ro TOJIBKO UL APYy3€en»;

3. He pa3memnraii u He yka3biBail HHPOPMAIIHIO, KOTOPAsi MOXET KOT0-JIN00 OCKOPOJIATH
WJIH OOVIKATh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJBHUKH— AaKTHUBHBIC IOJIb30BaTeIM LHU(POBOrO MPOCTPAHCTBA.
OnHako Janeko He BCE 3HAIOT, YTO IOJIb30BaHWE MHOTMMH BO3MOXKHOCTSIMH HH(POBOTO MHpa
TpeOyeT coOII0ACHNS TIPaB Ha UHTEIIEKTYAIbHYIO COOCTBEHHOCTD.

TepMI/IH CUHTCIJUICKTYAJIbHAaAd COGCTBCHHOCTB» OTHOCUTCA K Ppa3IM4YHbBIM TBOPCHUAM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETEHUH M 3HAKOB, 0003HAYAIOMIUX COOCTBEHHOCTH
Ha TPOAYKTHl W YCIyTM , WM 3aKaH4YuMBas KHUramH, (oTtorpadusimMu, KUHOUIBMaMU U
MY3bIKQTBHBIMH TPOU3BEIACHUSIMHU.
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ABTOpCKHE IpaBa — 3TO IpaBa Ha WHTEUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHUE ITpaBa BHICTYNAIOT B KAUECTBE FapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBII/TBOPUECKUI TPYA aBTOpa He OyAeT HampacHbBIM, JacT €My CIIpaBeaUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPYZAad, NOJIYYUTh U3BECTHOCTh U NMPHU3HAHHE.
HuxkTo 6e3 pa3penieHns aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, ITyCKaThb B MPOKAT, MyOJINYHO
UCIIOJIHSATH, IOKA3bIBATh/UCIIONHATD B 3(Upe Ui pa3MemaTs B IHTepHeTe.

Vcnonb30BaHue «[MpaTCKOro» NporpaMMHOro 00ece4eHusl MOXKET MPUBECTU K MHOTUM
pUCKaM: OT MOTEpU AAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTpPOWCTBa, Iie
YCTAQHOBJICHHBII He JleraiabHas mnporpamMma. He crouT Tarke 3a0bIBaTh, 4TO CYIIECTBYET
JerajibHble U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBnuok.p) — TBOH TJaBHBIA COBETYHMK B CETH. 3AECh Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM $I3bIKOM, a NMPU BO3HUKHOBEHUM KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATh Y4acTHE B KOHKYpCaX M CTaTh CaMbIM
U (POBBIM TpakJaHUHOM !
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